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METHOD FOR TIMING THE OUTPUT OF DATA PACKETS FROM NETWORK 



NODES, A NETWORK NODE, AND A NETWORK 

5 

Background of the Invention : 
Field of the Invention ; 
The invention relates to a method for timing the output of 
data packets from network nodes, to a network node controlled 
C-Slo in accordance with the method, and to a network that has 
ft network nodes controlled in accordance with the method. 

^ In a network for data transmission purposes, a point at which 

fli various data transmission links come together is called a 
\|.5 network node. Network nodes can be implemented by different 
network elements such as, for example, routers (i.e. data 
packet relays), switches, bridges, gateways (i.e. network 
interfaces) , or hubs (system concentrators or star 
distributors) . 

20 

Depending on the design of a network node, it exhibits 
switching tasks (router) , conducts a protocol conversion 
(gateway) , or effects hardware -based network interconnection 
(bridge, switch, hub) by evaluating address information from 
25 the individual data packets. However, the one thing that is 
common to the different embodiments is that data packets 
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arrive at one or more inputs of the given network node, and 
are output at one or more outputs of the network node after a 
certain dwell time in the network node. Each output is 
associated with an interface having a fixed transmission rate. 

In packet -switched data networks, a serious problem is 
presented when the data packets of a data stream have 
different delays between a fixed transmitter and a fixed 
receiver. Fluctuations of the delay of a data stream are 
called jitter. For time-critical applications such as e.g. 
voice or audio/video transmissions, e.g. via the Internet, it 
is of importance to provide mechanisms which limit both the 
delay and the jitter. 



A known measure for reducing jitter in a network node consists 
of using a buffer memory between the input and the output of 
the network node. The buffer memory is capable of temporarily 
storing all of the data bits that arrive within the time of 
the longest jitter that is assumed. In this method, a dwell 
time D in the network node is defined and the arrival time 
a{p) of each data packet p at the input of the network node is 
noted. For each data packet, an output time a(p)+D is then 
calculated and each data packet is later output at the output 
of the network node exactly after the dwell time D has 
elapsed. This provides for an almost continuous, jitterless 
data stream at the output of the network node. However, it is 
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disadvantageous in this method that the calculation of the 
output time (scheduling) and the forwarding of each data 
packet have to take place individually, which requires great 
expenditure. Furthermore, effective jitter limiting can 
require relatively long dwell times D in the network node. 
This increases the total delay in the data network. 

Summary of the Invention : 

It is accordingly an object of the invention to provide a 
method and a device for timing the output of data packets from 
a network node, which make it possible to limit the jitter in 
a network node in a simple manner. In particular, it is an 
object of the invention to provide a method and a device for 
timing the output of data packets from a network node, which 
supports the transmission of time-critical services in the 
Internet . 

With the foregoing and other objects in view there is 
provided, in accordance with the invention, a method for 
timing the output of data packets from a network node, that 
includes, in one cycle, performing the steps of: determining a 
current buffer memory fill level of a queue of a network node 
and thereby obtaining a determined current buffer memory fill 
level; comparing the determined current buffer memory fill 
level with a predetermined lower limit for the buffer memory 
fill level; and assigning an output time at which a data 
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packet that is located in the queue will be output from the 
network node, in dependence on a result of the comparing step. 

In other words, the method is based on determining the current 
buffer memory fill level of a queue of the network node. The 
buffer memory fill level that is determined is compared with a 
predetermined lower limit for the buffer memory fill level. 
Depending on the result of the comparison, the output of the 
data packet from the network node is then assigned at 
different times. 

The method has the advantage that the arrival times of data 
packets at the inputs of the network node do not need to be 
noted. The continuous monitoring of the queue-based buffer 
memory fill level, which is to be performed instead, requires 
little expenditure and, in particular, no storage of data- 
packet-oriented information. 

In accordance with an added mode of the invention, in an nth 
cycle, an output time Ta(n) is determined for a data packet in 
accordance with the relationship Ta (n) =Ts (n) +L/R, where Ts(n) 
is a reference time allocated to the nth cycle, L is the 
packet length of the data packet to be assigned and R is a bit 
rate for the output of the network node . The value of R 
depends on the result of the comparison. In this manner, the 
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output time of a data packet is set at the output of the 
network node, taking into consideration the bit rate R. 

The reference time Ts (n) in the nth cycle is preferably the 

5 output time Ta{n~l) of the data packet output in the preceding 
n-lth cycle. 

In accordance with an additional mode of the invention, R is 

set to a bit rate Rmax if the measured buffer memory fill 
fJ-O level is greater than the predetermined lower limit; 

otherwise, R is set to a bit rate Rmin which is less than 
J^;'^ Rmax. Rmax can suitably be a maximum permissible bit rate at 

the output of the network node (i.e. the link capacity). 



vi|5 In accordance with a further mode of the invention, in each 
cycle, the buffer memory fill level that is determined is 
compared with a predetermined upper limit for the buffer 
memory fill level, and if the current buffer memory fill level 
is greater than the upper limit, the next available data 

20 packet is marked and then immediately discarded (i.e. 

deleted) . Defining an upper limit for the fill level of the 
buffer memory ensures that at all times, there are never many 
more data bits in the buffer memory than predetermined by this 
defined upper limit. 

25 
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The method can be applied both to network nodes with switching 
or protocol transfer functions (router or gateway, 
respectively) and to all other network nodes, e.g. switches, 
bridges or hubs, etc. 

5 

Another aspect of the invention relates to a (data) network or 
network section or portion that exclusively consists of 
network nodes which are controlled in accordance with the 
inventive method. The network nodes can be different types 
^^io and, in particular, also contain buffer memories of different 

n 

sizes. By predefining the same lower limit and/or upper limit 
for the buffer memory fill level in each network node 
throughout the network, the data packet output is nevertheless 
fi| controlled in accordance with the same rule in each network 
%i5 node. With reference to the determination of the upper limit, 
this allows for the possibility of specifying for each data 
stream through the network, the greatest possible number of 
data bits which can be temporarily stored at a maximum time in 
the network nodes of the network through which the data stream 
20 passes. 

With the foregoing and other objects in view there also is 
provided, in accordance with the invention, a network node 
configuration that includes a network node. The network node 
25 includes; at least one queue with a buffer memory for 

temporarily storing data packets; determining means for 
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determining a current fill level of the buffer memory and 
thereby obtaining a determined current fill level; and a 
control device for controlling an output of a data packet in 
dependence on the determined current fill level of the buffer 
memory. The control device is configured for: using the 
determining means to obtain the determined current fill level; 
comparing the determined current fill level with a 
predetermined lower limit; and assigning an output time at 
which a data packet that is located in the queue will be 
output from the network node, in dependence on a result of the 
comparing step. 



In accordance with an added feature of the invention, the 
network node can be a router or a gateway. 

In accordance with an additional feature of the invention, the 
network node can be a switch, a bridge, or a hub. 

With the foregoing and other objects in view there also is 
provided, in accordance with the invention, a network or a 
network portion that includes a plurality of network nodes. 
Each one of the plurality of the network nodes includes: at 
least one queue with a buffer memory for temporarily storing 
data packets; determining means for determining a current fill 
level of the buffer memory and thereby obtaining a determined 
current fill level; and a control device for controlling an 
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output of a data packet in dependence on the determined 
current fill level of the buffer memory. The control device is 
configured for: using the determining means to obtain the 
determined current fill level; comparing the determined 
5 current fill level with a predetermined lower limit; and 
assigning an output time at which a data packet that is 
located in the queue will be output from the one of the 
plurality of the network nodes, in dependence on a result of 
the comparing step. 

Ho 

f.ti'. 

; \ In accordance with an added feature of the invention, the 

h;; predetermined lower limit is used by the control device of 

it I 

^'-^ each one of the plurality of the network nodes. 

•,15 In accordance with an additional feature of the invention, the 
same predetermined upper limit, a so-called given 
predetermined upper limit, is used by the control device of 
each one of the plurality of the network nodes. The control 
device of each one of the plurality of the network nodes 
20 compares the given predetermined upper limit with the current 
fill level of the buffer memory. 

In accordance with a concomitant feature of the invention, 
each one of the plurality of the network nodes has an output 
25 for outputting the data packet; and the control device of each 
one of the plurality of the network nodes uses a given maximum 
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bit rate that is defined at the output of the one of the 
plurality of network nodes. 

Other features which are considered as characteristic for the 
invention are set forth in the appended claims. 

Although the invention is illustrated and described herein as 
embodied in a method for timing the output of data packets 
from network nodes, network node and configured network, it is 
nevertheless not intended to be limited to the details shown, 
since various modifications and structural changes may be made 
therein without departing from the spirit of the invention and 
within the scope and range of equivalents of the claims. 

The construction and method of operation of the invention, 
however, together with additional objects and advantages 
thereof will be best understood from the following description 
of specific embodiments when read in connection with the 
accompanying drawings . 

Brief Description of the Drawings : 

Fig. 1 shows a diagrammatic representation of a network node 
in a network; 

Fig. 2 shows a flow chart for explaining an illustrative 
embodiment of the inventive method; and 
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Fig. 3 shows a diagrammatic representation of a network 
section , 

Description of the Preferred Embodiments : 

Referring now to the figures of the drawing in detail and 
first, particularly, to Fig. 1 thereof, there is shown a 
router 1 that outputs, at an output A, one or more data 
streams arriving at its input E. The router 1 has other inputs 
and/or outputs that are not considered in the following text 
and which are not, therefore, drawn in Fig, 1. The data stream 
passing through the router 1 contains data bits that are 
transmitted in a packet-oriented manner, i.e. in individual 
data packets or cells (i.e. data packets of identical packet 
length) • 

The term data stream designates a sequence of data packets 
that originate from a particular transmitter and that are 
intended for a particular receiver. A data stream, therefore, 

corresponds to a particular transmitter-receiver connection. 

With respect to the output A considered, the router 1 usually 
includes a number of queues arranged in parallel that are 
connected to the one output A via an interface . The structure 
of a queue is shown by way of example in the lower part of 
Fig, 1. The queue has a FiFo receive memory, labeled FiFo_R, 
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that is coupled to the input E, a buffer memory PS following 
the receive memory FiFo_R, and a FiFo transmit memory, labeled 
FiFo_S, following the buffer memory PS. All of the memories 
are linked to a processor P in a bidirectional data link. The 
processor P controls the queue, i.e. the input, forwarding and 
output of data with respect to the individual memories FiFo_R, 
PS, FiFo_S. 

Queue FiFo_R, PS, FiFo_S can be associated with a single data 
stream, or it is also possible for a number of data streams to 
be served by one queue when the order of the data packets with 
respect to the respective data stream must be maintained. 

A TDM (Time Division Multiplex) transmission is being 
considered. The data stream received by the router 1 is 
periodically received in time slots with a period Tl and the 
data stream output is periodically transmitted in time slots 
having a period T2 . X(t) designates the number of bits which 
are received at the input E during the half -open time interval 
(t-Tl, t) and Y(t) designates the number of bits which are 
output at the output A of the router 1 during the half -open 
time interval (t-T2, t) . 

For an ideal time division multiplex transmission T1=T2=:T and 
Y(k*T)=x(k*T-D) applies for arbitrary times t and for a 
constant dwell time D. That is to say, the number of data 
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output at the output A of the router 1 within the time 
interval under consideration is identical to the number of 
data received at the input E of the router 1 within the same 
time interval but delayed by the dwell time D* In this case, 
each data bit of the data stream considered has precisely the 
dwell time D in router 1. In this case, k designates a 
consecutive number for indexing successive time slots. 

In practice, however, there are fluctuations around the 
"ideal" dwell time D of the data bits (and thus also of the 
data packets) in router 1. These fluctuations are called 
jitter J{t), The jitter J(t) with respect to D can be 
described in a time -dependent manner by the following 
equation: 

t~D t 



A time -independent upper limit G for the jitter has the 
characteristic that the condition |J{t) i<G is satisfied for 
all times t. 

In general, for a network node of any type it holds true that 
the jitter J(t) approximately corresponds to the fill level of 
the buffer memory in the network node. That is to say, when 




0 



0 
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the storage capacity in buffer memory PS is exhausted (i.e. 
the buffer memory PS is completely filled) , maximum jitter can 
be expected. The receive memory FiFo__R and the transmit memory 
FiFo_S are considered to be free of jitter in this context. 

The control of the output of data packets located in a queue 
will be explained with reference to Fig. 2. It is carried out 
via the processor P which is suitably programmed for this 
purpose , 

Initially, a lower limit Bd is set for the fill level of the 
buffer memory PS in a first initialization step. In this step, 
an upper limit Bu for the fill level of the buffer memory PS 
can also be set . 

In a next initialization step, a fixed maximum bit rate Rmax 
is predetermined for the output A of the router 1 . 
Predetermining a maximum bit rate Rmax for the output A of the 
router 1 means that the derivative of Y(t) with respect to 
time is always less than this maximum output bit rate. In 
practice, this maximum bit rate Rmax at the output A of the 
router 1 (or another network node) is frequently set because 
of limitations by the network operator. For example, the 
limiting of the output bit rate (i.e. of the throughput) 
through the router 1 can be agreed and predetermined in 
dependence on charges for using the network- 
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The output of data packets from the buffer memory PS is then 
controlled in accordance with the following cycle. N 
designates a consecutive number of the cycle. The cycle is 
5 begun by setting n=0. 

Initially, the current fill level B(n) of the buffer memory PS 
is determined in the nth cycle. 



HO 



20 



Then the current fill level B (n) is compared with the limits 
Bd and possibly Bu. If B(n)>Bu holds true, the fill level of 
the buffer memory PS is too high, i.e. the buffer memory PS 
must be immediately emptied. For this purpose, the next data 
packet for which the output time is to be defined is marked 
and then discarded. If B(n)<Bu. a check is made as to whether 
B{n)>Bd holds true. If this is so, the output time Ta(n) for 
the next data packet available for dispatch in the buffer 
memory PS is determined in accordance with the equation 
Ta(n)=Ts(n)+L/Rmax. Here, L designates the length (i.e. the 
number of bits) of this data packet and Ts (n) designates a 
reference time for the nth cycle. For example, Ts (n) =Ta (n-l) 
can hold true, where Ta(n-l) is the (precalculated) output 
time of the last bit of the data packet assigned in the 
preceding cycle n-l. 



25 
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Otherwise, i.e. if B(n)<Bd holds true, Ta (n) =Ts (n) +L/Rmin is 
set. Rmin designates a bit rate of less than Rmax at the 
output A. Rmin represents a minimum guaranteed transmit rate 
of the router 1. 

After this data packet has been scheduled, n is incremented 
and the cycle, which is now designated as Z{n+1), is repeated 
for the next data packet . 

An alternate possibility (not shown in Fig. 2) for determining 
B(n)<Bd is that initially no output time is allocated to the 
data packet to be assigned in the queue under consideration, 
and that the cycle is shifted to another queue, e.g. a queue 
having lower priority. In this case, data packets in this 
other queue are subsequently assigned in time. If the process 
changes back to the queue under consideration in the mth 
cycle, the output time Ta{m-1), already assigned, of the last 
bit of the data packet in the other queue, assigned in the 
preceding cycle m-1, can be used as the reference time Ts (m) . 

The algorithm described has the result that the system is in a 
"slow'' operating mode (or in a waiting state in accordance 
with the alternative explained last) with respect to the queue 
being considered as long as the fill level of the buffer 
memory PS is less than the lower limit Bd. If the fill level B 
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is above the lower limit Bd, the output time for a data packet 
is timed in each cycle in accordance with the equation 
specified above, with the increased rate Rmax, This ''fast" 
operating mode is maintained until the fill level of the 
5 buffer memory PS drops below the lower limit Bd (again) . It is 
only for the case when the fill level of the buffer memory PS 
is greater than Bu that no output time is assigned to a data 
packet, but the packet is marked and discarded. 

pio Fig. 3 shows a network 10 or, respectively, a section of a 
fi network, which includes three network nodes 1.1, 1.2 and 1.3 

f;2 having a structure according to Fig. 1. The data streams il, 

m 

i2 and i3 are supplied to the network 10 at interchange points 
J:::; Zl, Z2 and Z3 . The data streams il and i2 pass to the first 
\.|15 network node 1.1 while data stream i3 is directed to the 
second network node 1,2. An output data stream i4 forms 
another input data stream for the network node 1.2. Data 
streams i5 and i6 are directed to the third network node 1.3. 
Data streams ±7, i8 and i9 are supplied to output points XI, 
20 X2 and X3 of the network 10. 

Although the network nodes 1.1, 1.2 and 1.3 can be different 
in type and construction, particularly with regard to the size 
of the buffer memory, a low- jitter data transmission is 
25 ensured in the network when the network nodes 1.1, 1.2, 1.3 
are uniformly configured with regard to Bu and/or Bd. In 
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particular, a uniform upper limit Bu for the buffer memory 
fill level can ensure that the data bits stored in the network 
for a particular data stream are limited. Considered is, for 
example, a data stream from Z2 to X3 . This is composed of data 
5 stream sections i2, i4 and i9. It passes through two network 
nodes, namely 1.1 and 1.2. Due to the abovementioned uniform 
design of the network nodes with respect to Bu throughout the 
network, it holds true that the number of data bits stored in 
the network for this data stream is less than or equal to 
{^10 2*Bu. 
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